HOI PONG PHOI HOP PHO BIEN GIAO DUC PHAP LUAT QUAN 3
LUAT AN NINH MANG 2018

Ludt An ninh mang so6 24/2018/QH14
duwoc Quéc héi khéa XIV théng qua ngay
12/6/2018 va co hiéu luyc thi hanh tir ngay
01/01/2019, bao gom 7 Chuong va 43 Piéu.

Sau ddy la mét s6 ni dung co ban ciia
Ludt An ninh mang nam 2018:
1/ Pham vi diéu chinh
Luat nay quy dinh vé hoat dong bao v¢ an
ninh quéc gia va bao dam trat ty, an toan xa hoi
trén khong gian mang; trach nhiém cia co quan,
to chtc, ¢4 nhan c¢6 lién quan.

2/ Nguyén tic biao vé an ninh mang

1. Tuan thu Hién phéap va phép luat; bao dam
loi ich ciia Nha nuée, quyén va loi ich hop
phép cua co quan, t chirc, ca nhan.

2. bat dudi sy lanh dao cua Pang Cong san
Viét Nam, sy quan ly théng nhat cia Nha
nudc; huy dong sirc manh téng hop cua hé
théng chinh tri va toan dan toc; phat huy vai
tro nong ¢t cua luc lugng chuyén trach bao v¢
an ninh mang.

3. Két hop chét ché gitra nhi€ém vy bao vé an
ninh mang, bao vé hé théng théng tin quan
trong vé an ninh quéc gia v4i nhiém vu phat
trién kinh té - x4 hoi, bao dam quyén con
ngudi, quyén cong dan, tao diéu kién cho co
quan, td chire, ca nhan hoat dong trén khong
gian mang.

4. Chu dong phong ngtra, phat hién, ngan chan,
dAu tranh, 1am thit bai moi hoat dong st dung
khong gian mang xdm pham an ninh qudc gia,
trat tu, an toan xa hoi, quyén va loi ich hop
phap ciia co quan, t6 chirc, c4 nhéan; sin sang
ngan chan cac nguy co de doa an ninh mang.

5. Trién khai hoat dong bao vé an ninh mang
d6i v6i co so ha tang khong gian mang qudc
gia; ap dung cac bién phap bao vé hé thong
thong tin quan trong vé an ninh quéc gia.

6. Hé thong thong tin quan trong vé an ninh
quéc gia duoc tham dinh, chirng nhéan da diéu

kién vé an ninh mang trude khi dua vao van
hanh, st dung; thuong xuyén kiém tra, giam
sat vé an ninh mang trong qua trinh sir dung va
kip thoi tmg pho, khic phuc sy ¢b an ninh
mang.

7. Moi hanh vi vi pham phap luét vé an ninh
mang phai dugc xu 1y kip thoi, nghiém minh.

3/ Bién phap bao vé an ninh mang: gom:

a) Tham dinh an ninh mang;

b) Panh gi4 diéu kién an ninh mang;

¢) Kiém tra an ninh mang;

d) Gidm sat an ninh mang;

d) Ung pho, khéc phuc su ¢b an ninh mang;
e) DAu tranh bao v¢ an ninh mang;

g) Str dung mat ma dé bao vé thong tin mang;

h) Ngin chin, yéu cau tam nglmg, ngimg
cung cép thong tin mang; dinh chi, tam dinh chi
cac hoat dong thiét 1ap, cung cip va sit dung
mang vién thong, mang Internet, san Xuét va st
dung thiét bi phat, thu phat séng vo tuyén theo
quy dinh cua phap luat;

i) Yéu ciu xda bo, truy cap xo6a bo thong tin
trai phap luat hoac thong tin sai sy that trén
khong gian mang xam pham an ninh qudc gia,
trat tu, an toan xa hoi, quyén va loi ich hop phap
cua co quan, t6 churc, c4 nhan;
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k) Thu thap dir liéu dién tir lién quan dén hoat
dong xam pham an ninh quéc gia, trat tu, an toan
x3 hoi, quyén va loi ich hop phap ctia co quan, to
chtrc, ca nhan trén khong gian mang;

1) Phong tda, han ché hoat dong cua h¢ théng
thong tin; dinh chi, tam dinh chi hodc yéu ciu
ngimg hoat dong cta hé théng thong tin, thu hdi
tén mién theo quy dinh ctia phép luat;

m) Khoi 0, diéu tra, truy t6, xét xtr theo quy
dinh ctia BO luat TH tung hinh sy;

n) Bién phap khac theo quy dinh cua phép
luat v& an ninh qubc gia, phap luat vé xur 1y vi
pham hanh chinh.

4/ Bao vé khong gian mang qudc gia

Nha nuéc ap dung cac bién phap dé bao vé

khong gian mang qudc gia; phong ngira, xir 1y

hanh vi xdm pham an ninh quéc gia, trat tu, an
toan xa hoi, quyén va loi ich hop phap cua co
quan, t6 chtrc, c4 nhan trén khong gian mang.

5/ Cac hanh vi bi nghiém ciAm vé an
ninh mang

1. St dung khong gian mang dé thuc hién
hanh vi sau day:

a) Hanh vi quy dinh tai khoan 1 Piéu 18 cta
Luat nay;

b) Tb chirc, hoat dong, cau két, xti giuc, mua
chudc, lra gat, 161 kéo, ddo tao, huin luyén nguoi

chéng Nha nude Cong hoa x4 hoi cha nghia Viét
Nam;

¢) Xuyén tac lich str, pht nhan thanh tyu cach
mang, pha hoai khéi dai doan két toan dan toc,
xic pham ton gido, phan biét ddi xir vé& gidi,
phan biét ching tdc;

d) Thong tin sai sy that gdy hoang mang trong
Nhan dan, gay thiét hai cho hoat dong kinh té -
xa hoi, gay kho khan cho hoat dong cta co quan
nha nudc hodc nguoi thi hanh cong vy, xam
pham quyén va loi ich hop phép ciia co quan, t6
chtrc, ca nhan khac;

d) Hoat dong mai dam, t¢ nan xa hdi, mua ban
nguoi; dang tai thong tin dam o6, ddi truy, t0i ac;
pha hoai thuan phong, my tuc ctia dan tdc, dao
duc xa hoi, stc khoe cua cong dé)ng;

e) Xui giyc, 161 kéo, kich dong nguoi khac
pham t0i.

2. Thuc hién tn cong mang, khing bd mang,
gian di¢p mang, td1 pham mang; gay su cd, tAn
cong, xam nhap, chiém quyén diéu khién, lam
sai léch, gian doan, ngung tr¢, t€ 1i€t hoac pha
hoai hé thdng thong tin quan trong vé an ninh
quéc gia.

3. San xuét, dwa vao st dung cong cu, phuong
tién, phan mém hodc c6 hanh vi can trg, gdy rdi
loan hoat dong clia mang vién thong, mang
Internet, mang may tinh, hé thong thong tin, hé
théng xur Iy va diéu khién thong tin, phuong tién

dién tir; phat tan chuong trinh tin hoc gay hai cho
hoat dong cia mang vién thong, mang Internet,
mang may tinh, hé thong thong tin, hé thong xir
Iy va diéu khién thong tin, phuong tién dién tir;
xAm nhap trai phép vao mang vién thong, mang
may tinh, hé thdng thong tin, hé théng xur Iy va
diéu khién thong tin, co s¢ dir liéu, phuong tién
dién tir cua nguoi khac.

4, Chéng lai hodc can tré hoat dong cua luc
luong bao v€ an ninh mang; tn cong, vo hi¢u
hoa trai phap luat lam mat tac dung bién phap
bao v¢ an ninh mang.

5. Loi dung hoac lam dung hoat dong bao vé
an ninh mang dé xam pham chu quyén, loi ich,
an ninh quéc gia, trat ty, an toan xa hoi, quyén va
loi ich hop phdp ciaco quan,td chic, ca
nhan hoic dé truc loi.

6. Hanh vi khac vi pham quy dinh cua Luat
nay.

6/ Cac thong tin bi nghiém cim tuyén
truyén trén mang:

Piéu 16 Luit An ninh mang quy dinh cac
thong tin bi nghiém cam tuyén truyén trén mang
nhu sau:

Thong tin trén khong gian mang c6 ndi dung
tuyén tuyén truyén chéng Nha nudc Cong hoa
xa hoi chu nghia Viét Nam bao gém: Tuyén
truyén xuyén tac, phi bang chinh quyén nhan
dan; Chién tranh tm ly, kich dong chién tranh
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xam lugc, chia ré, gay thu han gitra cac dan toc,
ton gido va nhan dan cac nudc; Xuc pham dan
toc, quoc ky, qudc huy, qubc ca, vi nhan, lanh ty,
danh nhan, anh hung dan tc.

Thong tin trén khong gian mang c6é ndi dung
kich dong giy bao loan, pha rdi an ninh, gy rdi
trat ty cong cong bao gém: Kéu goi, van dong,
xui giuc, de doa, gy chia 1€, tién hanh hoat dong
vii trang hodc dung bao luc nhim chéng chinh
quyén nhan dan; Kéu goi, van dong, xui giuc, de
doa, 16i kéo tu tdp dong nguoi gy rdi, chdng
nguoi thi hanh cong vy, can tré hoat dong cua co
quan, t6 chuc gay mét 6n dinh vé an ninh, trat tu.

Thong tin trén khong gian mang c6 ndi dung
lam nhyc, vu khng bao gdm: Xtc pham nghiém
trong danh dy, uy tin, nhian phdm cia ngudi
khac; Thong tin bia dat, sai sy that xam pham
danh dy, uy tin, nhan phém hodc gay thiét hai
dén quyén va loi ich hop phap cua to chic, cé
nhan khac.

Thong tin trén khong gian mang c6 ndi dung
xdm pham trat tr quan 1y kinh t& bao gdém:
Thong tin bia dat, sai sy that vé san phém, hang
hoa, tién, trai phiéu, tin phiu, cong trai, séc va
cac loai giéy to co gid khac; Thong tin bia dat,
sai sy that trong linh vuc tai chinh, ngan hang,
thuong mai di¢n t, thanh todn di¢n tr, kinh
doanh tién t¢, huy dong von, kinh doanh da cép,
chumg khoan.

Thong tin trén khong gian mang cé ndi dung
bia dat,sai sy that gdy hoang mang trong nhan
dan, gy thiét hai cho cac hoat dong kinh té - x4
hdi, gay kho khin cho hoat dong ctia co quan
nha nudoc hodac nguodi thi hanh cong vy, xam
pham quyén va loi ich hop phap ctia t6 chiic, ca
nhan khac.

7/ Quy dinh trach nhiém bdo vé an ninh
mang

Luat An ninh mang (Piéu 26) quy dinh vé bao
dam an ninh thong tin trén khong gian mang.
Theo do, cac trang thong tin dién tir, cong thong
tin dién tir hodc chuyén trang trén mang xa hoi
clia co quan, t chtic, c4 nhan khong duoc cung
cap, dang tai, truyén dua thong tin co ndi dung
tuyén truyén chéng Nha nuéc CHXHCN Viét
Nam; kich dong gay bao loan, pha rdi an ninh,

gay 1ol trat tu cong cong; lam nhuc, vu khéng;

xam pham trat ty quan ly kinh té; bia dat, sai su
that gdy hoang mang trong Nhan dan, gay thi¢t
hai cho hoat dong kinh té - x3 hoi, gay kho
khan cho hoat dong cua co quan nha nudc hodc
ngudi thi hanh céng vu, xdm pham quyén va
lgi ich hop phap cta co quan, td chirc, ca nhan
khac va thong tin khac c6 ndi dung xdm pham
an ninh qudc gia.

Doanh nghiép trong va ngoai nuéc khi cung
cap dich vu trén mang vién thong, mang Internet
va cac dich vy gia tang trén khong gian mang tai
Viét Nam c¢6 trach nhi¢m xac thuc thong tin khi

ngudi dung dang ky tai khoan sd; Bao mat thong
tin, tai khoan cta ngudi ding; Cung cip thong
tin nguoi dung cho luc lugng chuyén trach bao
v¢ an ninh mang thuéc B§ Cong an khi co6 yéu
cau bang van ban dé phuc vu diéu tra, xtr Iy hanh
vi vi pham phap luat vé an ninh mang.

Cham nhat 1a 24 gio ké tir thoi diém c6 yéu
cau ctia lyc luong chuyén trach bao vé an ninh
mang thudc Bo Cong an hodc co quan co thAm
quyén cia B6 Thong tin va Truyén thong, cic
doanh nghiép phai ngan chan viéc chia s¢ thdng
tin, x0d bd cac thong tin ¢d ndi dung vi pham.

Doanh nghiép trong va ngoai nudc cung cap
dich vu trén mang vién thong, mang Internet va
cac dich vu gia tang trén khong gian mang tai
Viét Nam phai dat chi nhanh hoac van phong dai
dién tai Viét Nam. Dix liéu vé thong tin c& nhan,
dir lidu vé mbi quan hé cua nguoi su dung dich
vy, dit licu do nguoi st dung dich vu tai Viét
Nam tao ra phai luu trir tai Vi¢t Nam.

8/ Quy dinh xir ly hanh vi pham Luét An
ninh mang

Nguoi nao ¢6 hanh vi vi pham quy dinh cua
Luét An ninh mang thi tiy theo tinh chét, mic
dd vi pham ma bi xtr 1y ky luat, xtr phat vi pham
hanh chinh hodc bi truy ctru trach nhi€m hinh sy;
néu giy thiét hai thi phai bdi thuong theo quy
dinh cua phap luat./.




